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EMS PASSWORD RULES

A trading partner’s password nust conformto the follow ng rul es.
1. Passwords nust be 8 characters | ong.
2. Passwords must contain:

a. at |east one uppercase al phabetic character,

b. at | east one | owercase al phabetic character and

c. at least one numeric or special character.

3. Allowabl e special characters are:

Excl anati on Poi nt ! Less Than Sign <
Pound Si gn # Equal Sign =
Dol I ar Sign $ G eater Than Sign >
Percent Sign % Question Mark ?
Amper sand & At Sign @
Left Parenthesis ( Left Square Bracket [
Ri ght Parenthesis ) Ri ght Square Bracket |
Ast eri sk * Under scor e _
Pl us Sign + Ri ght Curly Brace }
Conmra , Left Curly Brace {
Hyphen - Vertical Bar |
Peri od . Ti | de ~
Sl ash /

Col on :

Semi - col on ;

4. Passwords must not contain:

the login ID

reverse shift of the login ID

circular shift of the login ID

di fferent upper/lower case version of the login ID

eoow

5. A new password nust differ by at least three characters from
the current password.

6. A new password nust not match any password (the last five) in
the TP's EMS- mai nt ai ned password history.
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